State of California
Franchise Tax Board

An important confidential message from the Franchise Tax Board.

Secure Email Project

To view your secure message:

1. Open the attachment to this email
2. Follow the instructions

Need dels?

Email Security Povered by Veltage IDE™

CalCPA Meeting



To implement an email encryption solution that
provides a method to securely email confidential
state tax information and other private or sensitive

business information to external recipients.




Secure Email is a fast, convenient, efficient, cost-effective, and secure way to
communicate confidential information with our customers.

Customer Benefits

* |ncreased Efficiencies in Processes

* |ncreased Speed of Communications/ Enhanced Usability
* Reduced Risk of Unauthorized Disclosure

e |mproved Customer Service

Customer Comment

“Secure email eliminated countless faxes and phone calls to reconcile my client’s
account. Securely sending and receiving confidential state tax information made
the entire process smoother.”



FYL Audit Results; Joe Taxpayer [encrypt] - Message [HTML)
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Attached are the results of the audit conducte eek. Please feel free to call me at the number listed below.

An FTB Employee simply enters [encrypt] in the subject line to secure the email
message.

The customer can reply and the message remains encrypted.



After selecting the email in the inbox, the message will appear as follows:

An important confidential email from the Franchise Tax Board.
vwhy did | receive a Secure Enail?

.Fl:a-m-cl;iise Tax Board

ToO wview vour secure email:

1. Open the attachment to this email
2. Followv the instructions
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Read Message

Once the recipient clicks on the attachment, the envelope opens.

-Fra-n-;l;nlse Tax Board

Read Your Secure Message

It u ar

Read Message
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Creating an ID

First time users will need to register.

State o

f California
Franchise Tax Board

After the initial registration, customers will be sent an email with a
link to open the message.



Decrypted Email

Once decrypted, the recipient will be able to view their email.

@ Help qi Sign Out

State of Califarnia

Franchise Tax Board

I — —TT—

jeanette.carlson@ftb.c ov (authenticated by fto.ca.gov) @ Valid Signature (Help)

joeledo
nt: May 20, 2010 4 H PM PDT

Subject: t test

pient and m ain confidential and
uding disclosure or distribution is prohibited. If you are not the

the email.

of the intend
may tain confidential and privileged information. Any unauthorized review or use, including d
distribution, is prohibited. If you are not the intended recipient, ple ntact th der and d

ail. Learn More
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Reply to Message

The customer can reply and the message remains encrypted.

lifarn

Franéhlse Téx Board

Subject: RE: test test Plain Text

attach: | Browse...
B 7 U | = [[=Font famiy — [l

From: jeanette.carlson@ftb.ca.gowv
Sent: May 20, 2010 4:2. & PM PDT
To: joeledouw yahoo.com

Subject: test test

ial Security HNumber

156) 845-4849
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use, includin
tact the sender and




— Success Secure Message Sent

A confirmation window appears assuring you that the email was sent securely.
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State of California

Franchise Tax Board

You have successfully sent a secure message.

Back to original message
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- Repeat Users

An email and password is all that is required for returning external customers.

State of Califarnia

Franchise Tax Board

Sign In to Proofpoint Secure Messaging

Email Address: joeledoux@yahoo.com

Password:

Forgot your password or need to change it?

Messaging security provided by Voltage SecureMail. Learn More

Email Security Powered by Voltage IBE™




Can FTB assure taxpayer information will be 100% secure when
sending by encrypted email?

How do we know the email is from FTB and not a phishing
scam?

| don’t feel comfortable with taxpayer information being emailed,
even when encrypted. Why is FTB sending confidential
information via secure email?



