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SUBJECT: State Agencies: Computerized Personal Information Security Plans
SUMMARY

This bill would require specified state agencies to develop a computerized personal information
security plan.

RECOMMENDATION
No position.
Summary of Amendments

The March 31, 2016, amendments removed provisions related to legislative intent and replaced
them with the provisions discussed in this analysis. The April 19, 2016, amendments describe
what information is "personal information". This is the department’s first analysis of the bill.

REASON FOR THE BILL

The reason for the bill is to ensure that each state agency having specified personal information
develops a computerized personal information security plan to mitigate and appropriately respond
to a breach of the information.

EFFECTIVE/OPERATIVE DATE
This bill would become effective and operative January 1, 2017.
FEDERAL/STATE LAW

Federal law (Title Il of Public Law 107-347) established the Federal Information Security
Management Act of 2002 (FISMA). The National Institute of Standards and Technology (NIST) (a
non-regulatory federal agency within the U.S. Department of Commerce) is responsible for
FISMA implementation.

FISMA requires the development of information security standards and guidelines for
non-national security federal information systems, including the development of:

e Standards to be used by federal agencies to categorize information and information
systems based on the objectives of providing appropriate levels of information security
according to a range of risk levels;

e Guidelines recommending the types of information and information systems to be included
in each category; and

e Minimum information security requirements (management, operational and technical
security controls) for information and information systems in each such category.
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State law (Government Code section 11549(a)) established the Office of Information Security
(ISO) within the Department of Technology. The purpose of the ISO is to ensure the
confidentiality, integrity, and availability of state systems and applications, and to promote and
protect privacy as part of the development and operations of state systems and applications to
ensure the trust of the residents of this state.

Recently enacted legislation requires the ISO, in consultation with the Office of Emergency
Services, to perform or require to be performed an independent security assessment of no fewer
than 35 state agencies annually. The ISO is required to determine the basic standards of
services to be performed as part of the independent security assessments.

State agencies and entities required to conduct or that receive an independent security
assessment are required to transmit the complete results of that assessment and
recommendations for mitigating system vulnerabilities, if any, to the ISO and the Office of
Emergency Services.

THIS BILL

This bill would require a state agency that owns or licenses computerized data that includes
personal information to prepare a computerized personal information security plan that details the
agency'’s strategy to respond to a security breach of computerized personal information and
associated consequences caused by the disclosed personal information.

The computerized personal information security plan must include, but is not limited to, all of the
following:

e A statement of the purpose and objectives for the plan.

e Aninventory of the computerized personal information stored or transmitted by the
agency.

e |dentification of resources necessary to implement the plan.

¢ I|dentification of an incident response team tasked with mitigating and responding to
a breach, or an imminent threat of a breach, to the security of computerized
personal information.

e Procedures for communications within the incident response team and between the
incident response team, other individuals within the agency, and individuals outside
the agency that need to be notified in the event of a breach of the security of
computerized personal information.

e Policies for training the incident response team and the agency on the
implementation of the computerized personal information security plan, including,
but not limited to, the use of practice drills.

e A process to review and improve the computerized personal information security
plan.
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For purposes of this bill personal information would be described by reference to sections
1798.3(a) and 1798.29(g) of the Civil Code to mean:

e Any information that is maintained by an agency that identifies or describes an individual,
including, but not limited to, his or her name, social security number, physical description,
home address, home telephone number, education, financial matters, and medical or
employment history. It includes statements made by, or attributed to, the individual.

e Anindividual’s first name or first initial and last name in combination with any one or more
of the following data elements, when either the name or the data elements are not
encrypted:

Social security number.
Driver’s license number or California identification card number.

Account number, credit or debit card number, in combination with any required
security code, access code, or password that would permit access to an individual’s
financial account.

Medical information.
Health insurance information.

Information or data collected through the use or operation of an automated license
plate recognition system, as defined in Section 1798.90.5.

e A user name or email address, in combination with a password or security question and
answer that would permit access to an online account.

IMPLEMENTATION CONSIDERATIONS
Implementing this bill would not significantly impact the department’s programs and operations.
LEGISLATIVE HISTORY

AB 670 (Irwin, Chapter 518, Statutes of 2015) modified provisions of the independent security
assessment program under the OIS to determine the basic standards of services to be performed
as part of the independent security assessments and to conduct, or require to be conducted, an
independent security assessment of every state agency, department, or office.

OTHER STATES’ INFORMATION

Since this bill would require state agencies to develop a computerized personal information
security plan, a review of other states’ income tax laws is not relevant.

FISCAL IMPACT
This bill would not significantly impact the department’s costs.
ECONOMIC IMPACT

This bill would not impact the state’s income tax revenue.
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SUPPORT/OPPOSITION
Support: None on file.
Opposition: None on file.
ARGUMENTS

Proponents: Some may argue that each state agency should have its own computerized
personal information security plan to respond to a security breach of computerized personal
information.

Opponents: Some may argue that the bill is unnecessary as existing state law allows the ISO to
set standards to manage the state’s information technology security and risk.
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